Packet Analysis using Wireshark

In this project | boot up a Windows VM which has Wireshark installed and go through the various ways
that internet traffic can be analyzed using this application. This packet analyzer is particularly user-
friendly because, unlike Tcpdump, it has a graphical user interface (GUI).

Exploring data with Wireshark

After booting up the Windows VM, We click on the .pcap sample packet capture file that that has been
prepared on the desktop.

This then opens up the Wireshark application window which can be maximized for a better experience.

The key property columns listed for each packet can be examined:



¢ No.: The index number of the packet in this packet capture file

e Time: The timestamp of the packet

e Source: The source IP address

e Destination: The destination IP address

e Protocol: The protocol contained in the packet

e Length: The total length of the packet

¢ Info: Some information about the data in the packet (the payload) as interpreted by Wireshark

Packets are also color-coded based on protocol type. These coloring rules are customizable and changes
can be both temporary (valid until the application is closed) or permanent.

Applying Wireshark filters and inspecting packets

The first filter that could be applied to the data is ip.addr ==. In this example we will type “ip.addr ==
142.250.1.139” into the “Apply a display filter ...” text box.
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This results in a list of only the packets which have the same source or destination IP address as the one
that was entered after the double equal sign.



somplepesp
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® it =aaan
dde == 12225011
Time Source Destination Protocol Lengtt info
o lssieazsse 172212282 142.250.1.139 ow 98 Echo (plng) request 1d=0xss3l, seq=1/256, ttl=sé (reply in 15)
< 188.6e3923 142.250.1.139 172.21.224.2 1o 98 Echo (ping) reply  id-0x6831, seq-1/256, trl-115 (request in 16)
25 9.624712 172.21.228.2 142.250.1.139 0% 98 Echo (ping) request id=0x6831, seq=2/512, ttl=64 (reply in 26
26 9645078 142.250.1.139 09 95 Echo (ping) reply  1d-0x8831, seq-2/512, ttl=115 (request in 25)
3110.646049  172.21.224.2 o 98 Echo (ping) request 1d-0x6831, seq-3/768, ttl-64 (reply in 32)
L 3210.6e6563  142.250.1.139 00 98 Echo (ping) reply  id=0x6831, seq=3/768, ttl=115 (request in 31)
6415.032768  172.21.224.2 e 74 49652 + 80 [SYI] Seq=8 Win=65320 Len=0 MSS=1420 SACK PERM TSval-2584123005 TSecr=b Ws=128
6518.034210  142.250.1.139 T 74 80 + 49652 [SYN, ACK] Seq~d Ack=1 Win-65535 Len- MSS5-1420 SACK_PERM TSval-2069674930 Tecr-2804123005 h~256
6618.034238  172.21.224.2 e 66 49652 + B0 [ACK] Seq=1 Ack=1 Win=65408 Len=0 TSval=2384123006 Tsecr=4069674330
6718034201  172.21.224.2 HrTR 151 GET / HTTP/1.1
6818.014724  142.250.1.139 T 66 80 » 49652 [ACK] Seqe1 Ack=86 Win-65536 Len=8 TSval-4069674931 TSecr-2004123006
6918.036927  142.250.1.139 TR 648 HTTP/1.1 301 Moved Permanently (text/ntel)
70 15.036941  172.21.226.2 e 66 49552 + 50 [ACK] Seq=86 Ack=583 Win-64396 Len=0 TSval-2804123069 TSecr=4069674934
7918.03739  172.21.224.2 Tcp e e e
5218.037927  142.250.1.139 e 66 80 ~ 49652 (FIN, ACK] Seq: 7 Win=65536 Len= Tsval=3069674935 Tsec: 23009
531503793  172.21.224.2 e 66 49652 = 80 [ACK] Seqea7 Ackesed el s
Frane 16: 9 bytes on wire &8 ms), 95 bytes captured (784 bits) 4201 ac 15 €0 01 42 81 ac 15 0 0206 002500 B - B €
Ethernet 11, Src: 42:01:ac:1! 2 (42:01 ) oaly i tacameb o (@uancs 0054 06 22 40 00 40 01 17 ca ac 15 <0 02 8c fa T 9
Internet Protocol Version 4, T m.n.m.z, Dat: 142.250.1.1 1 8b 08 00 42 fe 68 31 00 61 41 14 7c 63 60 00 Bhl A
€600 cb B4 03 00 00 @2 00 00 10 11 12 13 14 15
Internet Control Message Protocol 1617 18 19 1a 1b 1c 1d le 1f 20 21 22 23 24 25 1
50 262725 29 22 2b 2c 24 2 2f 3031 32 33 34 35 8'()",- ./@12345
36 37 &

O 2 anpercn Packets: 200 Displayed: 16 (8.0%) Profile: Oefaut

Now only ICMP and TCP traffic is visible (HTTP runs over TCP, which is why it also shows up and is under
the same color rule).

If, for example, the first TCP packet is selected and double-clicked, the TCP destination port of the packet
can be seen under the Transmission Control Protocol subtree. In this case the destination port is 80.

Amye RE < aaan
W [ip-adde == 1222501139
No. Time Source Destination Protocol Lengtt Info
16 5.642690 1722.21.20.2 142.250.1.139 o0 98 Echo (ping) request 1d=0x6831, seq=1/256, ttl=64 (reply in 18)
18 8.643923 142.250.1.139 172.21.224.2 0% 98 Echo (ping) reply  10-9x6831, seq-1/256, ttl-115 (request in 16)
25 9.644712 172.21.228.2 142.25.1.139 P 98 Echo (ping) request id=0x6831, seq=2/512, ttl=64 (reply in 26)
26 9645078 142.250.1.139 172.21.228.2 oP 98 Echo (ping) reply  10=0x6831, seq=2/512, ttl=115 (request in 25)
3110.646049  172.21.224.2 142.250.1.139 o0 98 Echo (ping) request id-0x6831, seq-3/768, ttl1-64 (reply in 32)
3210.646563  142.250.1.139 172.21.22¢.2 e 98 Echo (ping) reply  id-0x6831, seq-3/768, ttl=115 (request in 31)
r sssenes 172212282 162.250.1.138 e 74 43652 = 80 [SWI] Seq=e Min-65320 Lene MSSS1420 SACK PERN TSval-28e4123085 Tsacr=8 is-128
65 13.034210 o
6618.034238 1 A Wiresherk . Packet 64 sample.pesp - o X
6715.034201 1
5518034724 3 [ Frame 64: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) -
69 18.036927 1 |, Ethernet II, Src: 42:01:ac:15:¢0:02 (42:01:ac:15:¢0:02), Dst: 42:01:3c:15: ac:15:¢0:01)
7618.036941 3 |, Internet protocol Version 4, Src: 172.21.224.2, Dst: 142.250.1.130
791805739 1 |v
8218037927 3 Source Port: 49652
S e 3 Destination Port: 50
[Stream index: 4]
[Conversation completeness: Complete, WITH DATA (31)]
[TCP Segnent Len: 8]
Sequence Nusber: @  (relative sequence nusber)
Sequencz Nusber (raw): 3412624992
e Next Sequence Number: 1 (relstive sequence nusber)] v 5 5
Ethernet IT, Src: 42:| 4261 ac15 001 4201 ac 1500205004500 B B € @0 ov
et brokiccd Ve 00 3C 24 a8 46 90 40 06 39 76 ac 15 €@ 02 Se fa < @ O (23
A 01 8b c1 f4 60 50 cb 6b 33 a2 00 20 03 00 20 02 ok e
L # 28 1c cc 00 80 02 84 05 Bc 04 02 08 0a 07 23 s
6049 85 7d 00 00 00 00 [] €3 03 07 RS |
Mo 64 Time: 1803276 - Source: 172321243 - Desincsion: 12250 1135 Precas TP -Lange: 4. nfe: 45652 80 SYN]. 3
[ Show packet bytes
Close Help

Q7 samplepcap || Packets: 200 . Displayed: 16 (8.0%) Profile: Default

Selecting packets

For more granular search results we could specifically filter by source or destination IP address. Applying

the “ip.src == 142.250.1.139” display filter returns only entries for packets that came from the IP
142.250.1.139.



« sample.pcap - 8 x
File Edt View Go Coptwe Analyze Statisties Telephony Wireless Tooks Help

LR nRB Re= 35 ® Q q i
Source Destinetion Protocol Lengt Info
142.250.1.139 172.21.224.2 109 98 Echo (ping) reply  id=@x6831, seqe1/256, tt1«115 (request in 16)
142.250.1.130 172.21.224.2 100 98 Echo (ping) reply  1d-0x6831, seq=2/512, ttl=115 (request in 25)
142,250.1.139 172.21.224.2 10w 98 Echo (ping) reply 10~0x6831, seq-3/768, ttl-115 (request in 31)
6518.634210  142.250.1.139 172.21.224.2 P 74 80 + 49652 [SYN, ACK] Scq=0 Ack=1 Wine6S535 Len=d M55-1420 SACK_PERM T5vol-4069674930 Tsccr-2804123005 WS=256
6518.034724  142.250.1.139 172.21.226.2 TP 56 80 = 49652 [ACK] Seq=1 Ack=35 Win=65536 Len=d TSval=4969674331 TSecr=2804123006
69 18.836927 142.250.1.139 172.21.224.2 HITP 643 HTTP/1.1 301 Moved Permanently (text/html)
8218.637927  142.250.1.139 172.21.224.2 e 66 80 + 49652 [FIN, ACK] Seqe583 Ack=87 Win=65536 Lened TSval=4063674935 TSecr=2804123009
Frome 32: 98 bytes on wire (784 bits), 98 bytes capturcd (784 bits) 42 01 ac 15 ¢B 02 42 01 ac 15 <6 01 68 00 45 00 ® €
Ethernet TI, Src: 42:01:ac:15:¢0:81 (42:01 Dst: a2:01 (a2:01 s+
1Internet Protocol Version 4, Src: 142.250.1.139, Dst: 172.21.224.2 it -deic
Tnternet Control Message Protocol
O 7 samplepcap || Packets: 200 - Displayed: 7 3.5%) Profile: Default

Likewise, applying the “ip.dst == 142.250.1.139” display filter will return only entries for packets that
were sent to the IP 142.250.1.139.

weesamplepesp - 8 x
File Edt View Go Capture Amlyze Statistics Teleghony Wirdless Tools Help

Am g ® “RE AesEFIE/Eaaan
W == 122501139 B <)+
No. Time Source Destination Protocol Lengtt nfo
- 1635.64269% 172.21.220.2 142.258.1.139 09 98 Echo (ping) request 1d=0x6831, seq=1/256, ttl=sa (reply in 18)
25 9.644712 172.21.224.2 142.250.1.139 v 98 Echo (ping) request 1d-0x6831, seq=2/512, ttl-64 (reply in 26)
4o Meeasess  172.21.2242 142.250.1.139 109
6415.032768  172.21.224.2 142.250.1.139 e
6618.034238  172.21.224.2 142.250.1.139 Te
671804291  172.21.228.2 132.258.1.139 Wi 151 GET / WTTP/1.1
70 15.035041  172.21.224.2 142.25.1.139 e 49652 » 50 [ACK] Seq=55 Ack=533 Win=64396 Len=0 TSval-2804123009 TSecr=4069674934
791803739  172.21.224.2 142.258.1.139 e 66 49552 + 80 [FIN, ACK] Seq=86 ACk=583 Win=64396 Len= TSval=2804123689 TSecr-4669674934
8318.037936  172.21.224.2 142.25.1.139 e 66 49652 » 80 [ACK] Seqe87 Ack=584 Win=64896 Len=0 T5val-2804123010 TSecr-4069674935
Frame 31: 98 bytes on wire (784 bits), 98 bytes coptured (764 bits) 42 61 ac 15 e0 01 42 61 €
Ethernet I, Src: (a2:01 Dst: a2:01 (a2:01 €0 54 06 c2 40 60 40 01 3
Internet Protocol Version 4, Src: 172.21.224.2, Dst: 142.250.1.139 8] 82 2h e 58 32 4T E8 51 Ee
Internet Control Message Protocol 0 @2 do 91 03 00 0 02
161718 19 12 1b 1c 14 1a5%
2627 28 29 20 2b 2c 24 7012345
36 37
O 7 Destination Address: IPvd address Packets: 200 - Displayed: 9 (4.5%) Profile Default

Results can also be filtered based a specific MAC address. Typing “eth.addr == 42:01:ac:15:e0:02” into
the search box will result in all traffic related to this MAC address, regardless of the protocols which are
involved.




+ samplepcap
File Edt View Go Cpture Analyze

Statistics
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ANZ@ [ImBRB Re= iz =eaan
No. Time Source Destinstion Protocol Lengtt Info 3
i 172.21.224.2 35.235.244.34 ssH e D e )
26.000061  35.235.208.3¢ 172.21.228.2 P 66 35193 + 22 [ACK] Seq=1 Ack=145 WIN=1850 Len=d TSval=3147819177 TSecr=1526931067
3 7.909131 35.235.244.34 172.21.224.2 SSH 162 Client: Encrypted pamz (1en=96) | ==
47.909572  172.21.226.2 35.225.244.34 ssH 162 Server: Encrypted packet (len-96)
57.910185  35.235.204.38 172.21.228.2 e 66 35193 + 22 [ACK] 5eq=97 Ack=241 Win=1050 Len=0 TSval=3147527087 TSecr=1526938976 =
sa.emos2  35.235.244.34 172.21.228.2 ssH 130 Client: Encrypted packet (len=64)
78.63115  172.21.226.2 35.235.244.34 ssH 194 Server: Encrypted packet (Len=128)
58.634316  35.235.246.34 172.21.224.2 e 66 35193 + 22 [ACK] Seq=161 Ack=363 Win=1050 Len=d TSval=3147527811 TSecr=1526939701
sa.eels  172.21.226.2 169.256.169.25¢  ONS 51 Standard query xec26 A opensource. google. com
108.637%625  172.21.24.2 169.254.169.254  ONS 81 Standard query Oxd638 AAA opensource. google..con —_—
118.641838  169.254.169.254  172.21.228.2 ons 193 Standard query response 0xd638 : Aasa 71 Ansa 165
125.641978  169.254.169.25¢  172.21.224.2 ons 177 Standard e e e opensource. google. con A 142.250.1.139 & 142.250.1.138 A 102.250.1.102 A 142.250.1.113 A 142.250.1.100 A 242.250.1.201
13862416 172.21.24.2 35.235.244.34 SsH Encrypted packet (len-128)
188642560  172.21.224.2 35.235.244.34 ssh Encrypted packet (lens64) o
155.642598  35.235.204.34 172.21.228.2 P 66 35193 + 22 [ACK] Seq=161 Ack=497 Win=1058 Len=6 TSval=3147627819 TSecr=1526939769
16 8.642690  172.21.224.2 142.259.1.139 109 98 Echo (ping) request 1d-0x6831, seq-1/256, tt1-64 (reply in 18)
178.642755  35.235.204.34 172.21.228.2 TP 66 35193 22 [ACK] Seq=161 AckeS61 Win=1050 Len=0 TSval=3147627819 TSecr=1526939709 —
15 5.643923 2.250.1.138 172.21.228.2 00 Prcia (o B e o (nquest in 15)
172.21.226.2 169.254.169.254  ONS 86 Standard query Gx6549 PTR 139.1.250.142.1n-addr.
208.647338  169.254.169.25¢  172.21.228.2 ons 120 Standard query response @xb549 PTR 139.1.250. 142t arpa PTR u-in-£139.1¢108. net
Nz 172.21.226.2 35.235.244.30 ssH 210 Server: Encrypted packet (len=144) 5
Fevme 313 38 bytas o e o ms), 3 bytes captueed (4Bt Olac 15 60 01 4201 ac 15 €8 0205004500 B B B
Ethernet II, Src: 42: (42:01 5:c0:01) sae6c24000 o1 174aac 150028 fa T @8 3
Internet Protocol. Verston c, Seldisnds 2, Dst: 142. i VARl NuLMT NN G i
atemmec Control Nezeape: frotacal 171819 1a 1b 1c 1d le If 20 21 22 23 24 25 1
272829232 2c 20 2e 2f 38 3132 33 36 35 &'()°4,- ./e12345
37 &
© 7 semplepeap | Packets: 200 . Displayed: 200 (100.0%) Profile: Default

Here, if we open the first packet in the results and expand the Ethernet Il subtree,
specified MAC address is the source of the packet.

we can see that the

aQarr
Protocol Length Info
34 ssH + Encrypted (lene1sa)
e 66 35193 + 22 [ACK] Seq=1 Ack=145 Win=1050 Len=e TSval=3147819177 TSecr=1526931067
ssH 162 Client: Encrypted packet (len-36)
35.235.248.3 ss 162 Server: Encrypted packet (len=96)
e 66 35193 + 22 [ACK] Seq=97 Ack=241 Win=1050 Len=0 TSval=3147627087 TSecr=1526936976
ssn 138 Client: Encrypted packet (len=sé)
35.235.284.24. ssH 194 Server: Encrypted packet (len=128)
0o 5435193 4 22 [ACK]. Sen=1A1 Ack=3A9 Win=1A5A Lsne TSual=31A7RI7A11 TSerr=1529307A1
= o
i 16800269 Internet Protocol Version 4, Src: 172.21.224.2, Dst: 35.235.244.34
| 17s.eaarss Transmission Control Pratocol, Src Port: 22, Dst Port: 35193, Seq: 1, Ack: 1, Len: 164
| 1ss.ca33 » ssH protocol
20 8.647339
| mssesa
Frase 1: 210 bytes on
Ethernet n Sre: 42:| [ o1 ac 15 €0 01 42 o1
Internet Protocol Ver| 1749,
~ Transeission Control | ne
Source Port: 22
Destination Port:
[strean index: 0]
[Conversation conp|
[7CP Segnent Len:
Sequence Nusber: 1
Sequence Number (rf
[Mext Sequence thus|
Acknowledgeent. tun|
Neiiddgient wil
e Source SSH- gt 210~ nfsServer Encryped pcke fen =149
[ Show packet bytes.
[Mindow size scall| [ Hep

Checksum: Oxaddc [|
[Checksum Status: Unverified]
urgent Pointer: 0

2 A 142.250.1.100 A 142.250.1.101

A 2607:£8b0:4001:c24::71 AMAA 2667:£8b0:4001:c24::65

&
®
wm

_antions: (12 hutes)
O 7 samplepcap

(NP

_(M0P)._Timestamn:

Packets: 200 Displayed: 200 (100.0%)

Profile: Defauit

Additionally, expanding the Internet Protocol Version 4 subtree reveals the internal protocol contained

in the packet.




Admg® RE ] aq|H
W [eth.adds == 4201:3¢15:e0:02
No. Time Source. Destination Protocol Lengtt Info A
F 16, 172.21.224.2 35.235.244.34 ssH 210 Server: Encrypted packet (len=144)
3 7.909131 35.235.244.34 172.21.224.2 ssH 162 Client: Encrypted packet (len=36) —_
6 8.633082 35.235.244.34 172.21.224.2 SSH 130 Client: Encrypted packet (len=64)
9 5.637619 % M Wireshark - Packet 1 - sample.pcap = @
11 5.641838 1 [V Internet Protocol Version 4, Src: 172.21.224.2, Dst: 35.235.244.34 ] [ 2667:18b0:4001:c24::71 AAMA 2607:15b0:4001:c24: 165
13 5.642416 1 <. 6101 = Header Length: 20 bytes ()
14 5642569 1 Differentiated Services Field: @x10 (DSCP: Unknown, ECN: Not-ECT) =]
e
it 1 =
e
21 8647514 3 bb86 [validation disabled] ¥
Ethernet II, Src: 42:f 42 0 02 e +
de (3¢
}: B
% R
i
[Strean index: av x 0ok ]
[Conversation comp| ax-Th- /-t
(TCP Segment Len: | A 0 e, |7
Sequence Nusber: 1| e e
Rl T
A:kadg‘eﬂ( uml
A:knaukd;-l' |
i e
hé:i:h:: indow| T Show packet bytes
[¥indow size scati| Hap
checksun Smus.[umermeﬂ
nnnmn. {17 hutes). No-Onecation (NOP). MNo-Onecation (NOP). Timestamns. g
Q 7 sample.pcap. Packets: 200 - Displayed: 200 (100.0%) Profile: Default
Exploring DNS packets
DNS traffic can also be examined with Wireshark. In this part of the project, | will demonstrate how to
find DNS packet data such as queries (names of websites that are being looked up) and answers (IP
addresses that are being sent back by a DNS server when a name is successfully resolved).
Since DNS traffic is over UDP port 53, the filter that needs to be applied here will be “udp.port == 53”.
This lists only DNS queries and responses.
ses cample.peap o X
RE ] FaSliEaaan
(] -+

Source. Destination
172.21.224.2 169.254,169.254
172.21.224.2 169.254.169.254 ons
169.254.169.254. 172.21.224.2 ons
169.254.169.254 172.21.224.2 ons
172.21.2 169.254.169.254 ons
169.254.169.254. 172.21.224.2 ons
172.21.224.2 169.254.169.254 ons
169.254.169.254 172.21.224.2 ons
172.21.22 169.254.169.25¢ ons
169.254.169.254. 172.21.224.2 ons
6018.031311  172.21.224.2 169.254.169,254. ons
6115.031318  172.21.224.2 169.254.163.25¢ ons
62 18.032377  169.254.169.254 172.21.224.2 ons
6118.632379  169.254.169.254 172.21.224.2 ons
141 42.362330  172.21.224.2 169.254.169.25¢ ons
142 42.362347  172.21.224.2 169.254.169.254 ons
183 42.367155  169.254.169.254 172.21.22¢.2 oS
184 42.367158  169.254.169.254 172.21.224.2 ous
15242.370641  172.21.224.2 169.254.169.254 ons
153 42.270648  172.21.224.2 169.254.169.25¢ oS
154 42.308972  169.254.169.254 172.21.228.2 os

Frame 9: 81 bytes on wire (648 bits), 81 bytes captured (648 bits)

Protocol Lengtt Info

81 Standard query 9x0c26 A opensource. google. con
81 Standard query @xd638 AMMA opensource. google. com
193 Standard query response Oxd638 AMA opensource.google.com AMA 268
177 Standard query response @xec:
86 Stondard query @xb549 PTR 139.1.250.142. in-addr. o
128 Standard query response xbs43 PTR 159.1,250,142. n-addr arpa TR Jw-10-F133. 2100 net
ex3cdc PR 139.1.259.142.in-addr.arpa
120 Standard query response Ox3cdc PTR 139.1.250.142.in-addr.arpa PTR ju-in-f139.1c100.net
©x34d7 PTR 139.1.250.142.in-addr.arpe
126 Standard query response 0x34d7 PTR 139.1.250.142.in-addr.arpa PTR jw-in-f139.1e100.net
81 Standard query @xac2b A opensource. google. com

©x€728 AMA opensource. google. com

s
3

o

177 Standard query response Gxae2b A upenmru,goe,k.m 4 142.250.1.139 &
query @xeb67 A opensource. gooy
query @x6ds2 AMAA opensource.google

8b0:4001:¢24: 132 AMA 2607:8b0:4001:C24::64 AMA 260
26 A openswm,geegh com A 142.250.1.139 A 142.250.1.136 A 142.250.1.182 A 142.256.1.113 A 142.250.1.100 A 142.250.1.101

L ARAA 2607:7800:4801:24: 165

5b0:300;

query response 9x8728 AMA opensource.google.com AMAA 2607:78bD:4001:C24::33 AMAA 2607:8b0:4001:C241164 AMMA 2607:75b0:4001:C24: 171 ARMA 2607:75b0:4001:C24: 165
142.250.1.138 A 142.250.1.102 A 142.250.1.113 A 142.250.1.100 A 142.250.1.101

query response Gxeb67 A opensource. geeg)e com A 142.250.1.102 A 142.250.1.100 A 142.250.1.101 A 142.256.1.139 A 142.250.1.113 A 142.250.1.138

80 2607:§860:4001:¢24:

g

query response Ox6d62 AMA opensour
query @xefsa A opensource.google

77 Standard query @x358e AAMA opensource.google
165 Standard query response x358e AMA opensource.google AMA 2091:4860:4562:32: 116

42 01 ac 15 0 01 42 01
) 00 43 65 da 48 00 40 11

¥ Ethernet 11, Src: ) Dst: 42:01
tnation: 42:61 (a2:01
Source: 42:01:ac:15:¢9:02 (42:01:ac:15:00:02)
Type: TPve (6x0806)
¥ Internet Protocol Version 4, Src: 172.21.224.2, Dst: 169.254.169.254
2100 .... = Version: 4
1 = Header Length: 20 bytes (5)
Differentiated Services Field: 8x00 (DSCP: C59, ECN: Not-£CT)
Total Length: 67
Toemtitication: Setbds (27618)
Flags: 0x2, Don't fragnent
.0 9660 0900 9060 - Fragment Offset: ©
Tt Gorltini @
protocol: LOP (17)
e L [vaudarlon gisabled]
[Header checksum status: Unverified]
Source Address: 172.21.224.2
Destination Address: 169.254.169.254
User Datagram Protocol, Src Port: 59398, Dst Port: 53
Domain Mame System (query)

O umplerar

(a2:01

a9 fe €8 06 08 35 60 2f
00 00 00 00 00 00 € 6F
65 @6 67 67 6F 67 6c 65

15 €2 02 @5 00 45 0@ ¢ B E
ba ac 15 =0 02 a9 fe  Ck @6

55 B¢ 26 01 00 60 01 5/ U8

o pensourc

63 6f 6d @0 00 01 %2 e-google com

Packets: 200 - Displayedt: 22 (11.0%)

Profile: Default

If the first packet is opened, under the Domain Name System (query) subtree, if Queries is clicked on we
see that the name of the website which was queries is opensource.google.com.



M Wireshark . Packet 9 - sample.pcap

Vv Domain Name System (query)
Transaction ID: @x@8c26

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @
v Queries

[Response In: 12]

<

Flags: @x@1@@ Standard query

opensource.google.com: type A, class IN

28 43 6b da 40 20 40 11
a9 fe e8 @6 0@ 35 @60 2f
00 00 20 00 00 00 0a 6f
65 @6 67 6f 6f 67 6¢c 65
el

2086 42 01 ac 15 e0 01 XEOEEE-ls 15 e@

©2 05 @0 45 00 B---- B - E-
ee ba ac 15 e@ 02 a9 fe k'@ @ e
e@ 55 Bc 26 @1 20 00 o1 5/ ‘U-& -

78 65 be
@3 63 6f

73 6f 75 72 63
6d @0 20 el oe

-+ -0 pensourc
e-google ‘com--

Na.: 9 - Time: 8637619 - Source: 172212242 - Destination: 169.254.1... DNS - Length: 81 - Info: Standard query 0x0c26 A opensource.google.com

Show packet bytes

Close

If the same is done when examining the 4" packet in the list and we scroll down and double-click on
Answers under the Domain Name System (query), we can see the name that was queried

(opensource.google.com) and the addresses that are associated with that name.




M Wireshark . Packet 12 . sample.pcap — O X

Type: A (1) (Host Address) A
Class: IN (@xeeel)
v Answers
> opensource.google.com: type
> opensource.google.com: type
> opensource.google.com: type
> opensource.google.com: type
opensource.google.com: type
> opensource.google.com: type
[Request In: 9]
[Time: ©.0@4359000 seconds]

class IN, addr 142.250.1.139
class IN, addr 142.250.1.138
class IN, addr 142.250.1.102
class IN, addr 142.250.1.113
class IN, addr 142.250.1.100
class IN, addr 142.250.1.101

-

-

-

-

rrrrrr

-

< >
42 @1 ac 15 e@ 82 42 91 ac 15 @ 01 ©83 GO 45 €86 B - - -B- BRI =
00 a3 00 00 00 @0 40 11 9a 35 a9 fe a9 feac 15 -----@ -5-----
e@ 92 20 35 e8 86 20 3f b3 b3 Oc 26 81 80 @0 @1 Srvee &
90 06 00 00 00 PO @a 6f 70 65 6e 73 6f 75 72 63 - - - -0 pensourc
65 86 67 6f 6f 67 6c 65 ©3 63 6f 6d 60 00 81 8@ e-google -com-- -
91 cO Oc 00 01 00 01 90 00 01 2c 00 04 8e fa 01 TR FAKEE L
8b cO ©c 20 01 00 01 B0 ©0 01 2c 0@ 04 8e fa @1 siinia prareinis
8a cO Oc 20 91 00 01 @2 ©0 1 2c 80 04 8e fa 01 IOl R, = IOLRA
66 cO Oc 06 01 00 01 00 08 ©1 2c 0@ 04 8e fa @1 f--- - - 5
71 cO Oc 60 01 00 01 GO 0O 01 2c 90 V4 8e fa @1 q - -- vre::e
64 c0 oc 00 01 00 ol TN NINPlE 00 04 8¢ fa 01 d- 8- - FEEE
65 e

No: 12 - Time: 8641978 - Source: 169.254.169.254 - Destingtion: 17221..250.1.138 A 142250.1.102 A 142.250.1.112 A 142.250.1.100 A 142.250.1.101

Show packet bytes

Exploring TCP packets

To examine TCP traffic, we start by applying the display filter “tcp.port == 80”.



somplepesp

File Edt View Go Capture Analyze Statitics Telephony Wireless Tools Help

Amo©e RE ] 15 aqan
W [tep.port ==
No. Time. Source Destination Protocol Lengtt Info
371079238 172.31.238:2 169.254.169.256 __ TCP 54 56664 = 80 [ACK] Seq-1 Ack=1 Uln=63814 Len=0
5216.943201  172.21.224.2 169.254.169.256  TCP 54 41206 + B0 [ACK] Seq=1 Ack=1 in=63614 Len=0
64 18.032768  172,21.224.2 142.250.1.139 T 74 43652 < 80 [SV] Saq-0 Nin-65320 Lened ISS-1420 SACK PERN Toval-280s123005 Tsecr-0 128
65 18.034210  142.250.1.139 172.21.226.2 Tcp 400 ks 1ol AT e L W Gt e T o i T S T s e
66 15,0328 172.21.224.2 142.250.1.139 e 66 49652 ~ 50 [ACK] Se Win=6540 Sval-2004123006 Tsecr=4063674330
67 15.034291  172.21.224.2 e
68 18.034724. 142.250.1.139 172.21.224.2 Tcp 66 80 » 49652 [ACK] Seqe1 Ack=86 Win=65536 Len@ TSval=4869674931 TSecra284123006
63 18.036327  142.250.1.139 172.21.220.2 WITP 648 HTTP/1.1 301 Moved Permanently (text/htnl)
70 15.036941 172.21.228.2 142.250.1.139 TP 66 49652 + 50 [ACK] Seq=56 Ack=583 Win=64836 Len=0 TSval=2504123009 TSecr=4€69674934
791803739  172.21.224.2 142.250.1.129 T 66 49652 + 80 [FI, ACK] Seq-86 Ack-583 Win-64896 Len-0 TSval-2804123009 TSecr-4069674934
§218.037927  142.250.1.139 172.21.228.2 e 66 60 - 49652 [FIN, Min=65536 Len=0 TSval=4069674335 TSecr=2804123009
&3 15,0793  172.21.228.2 162.250.1.139 Tco 66 49552 + 80 [ACK] 1-64396 Len=0 TSVal-204123018 TSecr~4069674935
130 40.566820 169.254.169.254 172.21.224.2 HITP/3.. 1560 HTTP/1.1 200 OK , JSON (application/json)
132 40.567866  172.21.224.2 169.250.163.256  HTTP 281 GET /computeHetadata/vl/ trecursive-trusialt=jsoninait_for_change~trushlast etag-2d32039d55e5631ehtineout_sec=60 HTTP/L.1
133 40.567986 169.254.169.254 172.21.224.2 Tep sn 80 » 56664 [ALK, Seq-1507 Ack=229 Win-65368 Len-0
136 40566118 169.254.169.254  172.21.226.2 e 4 [TCP win c] 80 + 56664 [ACK] Seqs1507 Ack=229 Win=65535 Lensd
us 42367711 172.21.24.2 142.250.1.102 e 74 58454 » . [VU] Seq-8 Mine65320 Lanct WES1A20 SACK.PERN Tovel-120296351 Toecrod W21
196 42.368989  142.250.1.102 172.21.226.2 T 76 80 » 58494 [SYNl, ACK] Seq-d Ack-1 Win-65535 Len-d HS5-142 SACK_PERM TSval-1996174626 TSecr-1200296951 HS~256
Frame 37 54 bytes on wlre (33 BIES), S byles coptarsd (43 b1E3) 3201 ac 15 0 0142 01 ac 15 c0 02 08 00 45 00 B B €
Ethernet I1, Src: N 42:01:8c:15:0:01 (42:01:ac:15:0:01) ©0 25 59 32 40 60 46 05 d1 18 ac 15 €0 02 a9 fe (@@
Internet Protocol Version 4, Src: 172.21.224.2, Dst: 169. 254 169.254 39 fe dd S5 00 .50 24 63 of 57 9.a3 39 73 59 10 X:P% 9P
3 2 e0 2f 02 00 £/

Transmission Control Protocol, Src Port: 56664, Dst Port: 86, Seq: 1, Ack: 1, Len: @ |

O 7 samplepcap

Packets: 200 . Displayed: 26 (13.0%)

After clicking on the first packet with a destination IP of 169.254.169.254, we can find various
information about the packet such as:

1. The Time to Live value which can be found under the Internet Protocol Version 4 subtree

Profile: Default

M Wireshark - Packet 37 . sample.pcap X
0180 .... = Version: 4 A
8101 = Header Length: 20 bytes (5)
D1fferent1ated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 40
Identification: @x89a2 (35234)
816. .... = Flags: @x2, Don't fragment
...0 0000 0RO QPR = Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)
Header Checksum: @xd118 [validation disabled]
[Header checksum status: Unverified]
v

Source Address: 172.21.224.2

8000

42 01 ac 15 e@ 01 42 01 ac 15 e@ 02 08 00 [ 00 B B B
00 28 89 a2 40 00 40 06 d1 18 ac 15 ed 02 a9 fe (- -@-@

a9 fe dd 58 @0 50 24 @8 9f 5f 09 a3 39 73 50 10 X-P§- -_--9sP
9 46 e0 2f 00 00 F/

No:37

- Time: 10.799238 - Source: 172212242 - Destination: 169.254.169.254 - Protocol: TCP - Length: 54 - Info: 56664 — 80 [ACK] Seq=1 Ack=1 Win=63814 Les

[ Show packet bytes

2. The Frame Length, found under the Frame subtree

Help




M Wireshark . Packet 37 . sample.pcap

UTC Arrival Time: Mov 23, 2822 12:38:27.387163008 UTC

Epoch Arrival Time: 1669287187.38716300@

[Time shift for this packet: 2.000000802@ seconds]

[Time delta from previous captured frame: 8.15141788@ seconds]
[Time delta from previous displayed frame: 8.808800088 seconds]
[Time since reference or first frame: 10.799238880 seconds]
Frame Number: 37

Frame Length: 54 bytes (432 bits)

Capture Length: 54 bytes (432 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protecols in frame: eth:ethertype:ip:tcp]

42 81 ac 15 e@ 81 42 @1 ac 15 e@ @2 @3 @8 45 80
@0 28 B9 a2 40 9@ 40 06 dl 18 ac 15 e@ @2 a9 fe
a9 fe dd 58 @@ 56 24 @8 Oof 5f @3 a3 39 73 50 1@
9 45 e@ 2f @0 o@

Frame length on the wire (framelen)

Show packet bytes

e s

3. The Header Length, found under the Internet Protocol Version 4 subtree

M Wireshark - Packet 37 sample.pcap

Frame 37: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
Ethernet II, Src: 42:@1:ac:15:e@:02 (42:01:ac:15:e0:02), Dst: 42:01:ac:15:e0:01 (42:@1:ac:15:e@:01)
V Internet Protocol Version 4, Src: 172.21.224.2, Dst: 169.254.169.254
2100 .... = Version: 4
. 8101 = Header Length: 28 bytes (5)
Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 48
Identification: @x89a2 (35234)
010. .... = Flags: @x2, Don't fragment
...0 0000 0OOG BEO8 = Fragment Offset: @
Time to Live: 64
Protocol: TCP (6)

0000 42 01 ac 15 e@ 01 42 01 ac 15 e@ 02 @3 00 & @@ B 8 E
10 @0 28 89 a2 40 00 40 06 dl 18 ac 15 e@ 02 a9 fe (@@ e
)20 a9 fe dd 58 @@ 50 24 @8 Of 5f @9 a3 39 73 50 10 -+ -X-P$- -_--9sP

9 46 e0 2f @0 00 F-/

Header length in 32-bit words (iphdr_len), 1 byte
Show packet bytes

Close Help

4. We can see the Destination IP address here as well by looking under the Internet Protocol Version 4
subtree



M Wireshark - Packet 37 . sample.pcap

Total Length: 48

Identification: @x89a2 (35234)

©10. .... = Flags: @x2, Don't fragment

...0 2000 00D 8@OB = Fragment Offset: @

Time to Live: 64

Protocol: TCP (6)

Header Checksum: @xd118 [validation disabled]

[Header checksum status: Unverified]

Source Address: 172.21.224.2

Destination Address: 169.254.169.254
Transmission Control Protocol, Src Port: 56664, Dst Port: 8@, Seq: 1, Ack: 1, Len: @

2066 42 @1 ac 15 e@ 01 42 @1 ac 15 e@ 82 @3 0@ 45
@010 @@ 28 89 a2 40 00 4@ 06 dl 18 ac 15 e@ @2 [
2020 CENREE dd 58 @@ 50 24 88 9f 5f @9 a3 39 73 5@
2030 f9 46 e0 2f 00 00

©

% B B -
10 X-P$- -_--9sP
F-/

Destination Address (indst), 4 bytes

[ Show packet bytes

Wireshark also allows us to filter results based on specific text data. This can be done by typing “tcp
contains” followed by the word we are searching for written within quotation marks. In this example, we
are looking for web requests made with the “cur/” command.

e samplepeap

) o X
Fle 6t Viw Go Copture Anslyze Sutitcs Telephony Wireless Took Help
AN RB ] e i =Eeaaan
1 tep contains "cur” B3 -]+
No.  Time Source Destination Protocol Lengtt Info
1 67 18.034291 172.21.224.2 142.250.1.135 HTTP 151 GET / WTTR/1.1
108 236093 172.21.226.2 142.250.1.102 WTTP 151 GET / WITR/1.1
Frome 67: 151 bytes on wire (1208 bits), 151 bytes captured (1208 bits) 42 01 ac 15 e0 01 42 01 ac 15 e@ 02 86 00 45 80 B B E
Ethernet 1T, Srct " Dat: a2:01 (a2se1 ) 10 0089 ed 22 40 00 40 06 39 27 ac 15 €0 02 Ge fa 8e o
v Iaternet Protocol Version 4, Src: 172.21.224.2, Dst: 142.250.1.139 @1 8b c1 f4 00 50 cb 6 93 al 62 64 ec 24 80 18 Pk --"d$.
poiq iy 01 £ 1d 19 00 60 61 01 03 00 a7 23 85 7e 2 92 rhe
e B e v 4f b2 47 45 54 20 2f 20 48 54 54 50 2f 31 2¢ 31 O.GET / WITP/1.1
=Yt chaphe Gyt (0) ©d 02 48 6f 73 74 3a 20 6f 78 65 6e 73 6f 75 72 Host: opensour
Differentiated Services Fleld: @xee (DSCP: CS®, ECNH: Not-ECT)

63 65 2¢ 67 67 6f 67 6c 65 2e 63 6f 6d 0 6a 55  ce.googl e.com U
Total Length: 137 73 65 72 2 41 67 65 6¢ 74 3a 20 63 75 72 6¢ 2f  ser-Agen t: curl/
Identification: @xedsa (58538) 37 2¢ 37 34 2 30 0d 0 41 63 63 65 70 74 3a 20 7.74.0 - Accept:

ele. .... = Flags: ex2, Don't frageent 20 2f 2a 0d 6 6d 00 o

...0 6900 0000 0000 - Fragrent OFfset:

Tire to Live: 64

Protocol: TCP ()

Header Checksum: 0x3927 [validation disabled]

[Header checksum status: Unverified]

Source Address: 172.21.224.2

Destination Address: 142.250.1.139
Transmission Control Protocol, Src Port: 43652, Dst Port: 80, Seq: 1, Ack: 1, Len: 85

O 7 samplepeap Packets: 200 . Displayed: 2 (1.0%) Profile: Default



